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Abstract—In the field of cybersecurity, it has been widely
believed that air-gapped devices, disconnected from the Internet,
offer strong protection against data breaches. However, recent
research has challenged this assumption by demonstrating the
feasibility of exfiltrating data from air-gapped devices using
covert channels, such as modulating thermal, acoustic, or elec-
tromagnetic (EM) emanations. Existing approaches, however,
face key limitations, including low bit rates, line-of-sight re-
quirements, and susceptibility to EM shielding, limiting their
practical deployments. To this end, we propose MagWhisper,
a novel and practical data exfiltration framework that exploits
GPU magnetic leakages for a covert channel. The non-radiative
magnetic signals can penetrate various materials, including metal,
enabling MagWhisper’s non-line-of-sight and shielded operation.
We design a high-frequency frequency-shift keying modulation
scheme over GPU magnetic signals, thus establishing a high-
rate and robust channel. We further adopt a GPU-agnostic
design to enhance MagWhisper’s generalizability. A proof-of-
concept system is implemented to demonstrate MagWhisper’s
feasibility. Our evaluation on three heterogeneous GPUs shows
that MagWhisper achieves high bit rates exceeding 133 bps with
a bit error rate (BER) lower than 1.2%. Furthermore, real-world
case studies confirm that MagWhisper remains effective in non-
line-of-sight scenarios and can even bypass EM shielding within
a Faraday cage.

I. INTRODUCTION

In today’s digital landscape, data security has emerged as
a top priority. To combat data theft, a range of network
security measures is implemented, such as traffic monitors
and firewalls. Among them, air gaps stands as a founda-
tional approach, wherein the computing devices to protect
are purposefully isolated from external networks, thereby
safeguarding sensitive data within the confines of the inter-
nal network [1]. This approach has been widely adopted in
critical environments such as academic institutions, financial
organizations, and government entities to protect their most
valuable data. More recently, companies such as OpenAl and
Microsoft have also reported using air-gapped setups to secure
their critical Al infrastructures [2].

However, while air-gapped infrastructures were regarded
as secure, researchers and attackers have demonstrated the
feasibility of constructing covert channels to breach air gaps
and realize unauthorized data exfiltration [3], [4], [5]. These
methods do not rely on conventional communication protocols
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Fig. 1: Figure depicts the attack scenario of MagWhisper. The
victim GPU host has no network interfaces, i.e., air-gapped. With
MagWhisper, the attacker (Eve) can establish a magnetic covert
channel to steal confidential data even behind a wall.

(e.g., WiFi) and instead exploit nontraditional artifacts for
communication. For instance, researchers have demonstrated
covert data transmission utilizing cooling fans, where vari-
ations in fan noise represent binary information (e.g., high
noise for “1" and low noise for “0") [4]. The data can then
be received using a microphone. Similar techniques involve
leveraging thermal emanation, acoustics, or electromagnetic
(EM) emanation [3], [5], [6]. However, their limited per-
formance and strict deployment constraints hinder practical
adoption. Built on unintentional physical artifacts, these chan-
nels typically offer very low throughput, e.g., 10 bits per
second (bps) [3], [4], [5], [7], [8]. Moreover, their requirement
of line-of-sight (LoS) transmission and susceptibility to elec-
tromagnetic (EM) shielding further render them impractical in
real-world scenarios.

In light of this, we pose the following question: Is it
possible to design a more sophisticated technique that allows
an attacker to exfiltrate data at a higher data rate and remains
effective under non-line-of-sight (NLoS) and EM shielding sce-
narios? To this end, we introduce MagWhisper, a novel data
exfiltration framework that capitalizes on graphic processing
units (GPUs), which are increasingly prevalent due to the
rise of Al infrastructures. The core idea behind MagWhisper
lies in the fact that GPUs, being highly power-intensive,
exhibit potent physical signal leakages. Among them, we are
particularly interested in the non-radiative magnetic signals,
which can traverse walls and remain resilient even when



EM shielding is applied, making them an ideal medium for
covert communication. As depicted in Fig. 1, an attacker can
discreetly receive credential data from an air-gapped host using
a concealed magnetometer, e.g., positioned behind a wall.

These promising characteristics of GPU magnetic emanation
might suggest that building a covert channel would be straight-
forward — by employing amplitude-shift-keying (ASK) modu-
lation that toggles GPU states (e.g., active for "1" and idle for
"0"). However, this design faces two primary challenges. The
first challenge is the high level of noise caused by external
magnetic interference from nearby electronic components like
CPUs and power supplies. These sources introduce amplitude
shifts and pulse-like noises into the signals. Furthermore, the
magnetic signal attenuates with distance, making it increas-
ingly difficult to separate the encoded amplitude from back-
ground interference. Consequently, the ASK-based solution
is unfeasible. An alternative is frequency-shift keying (FSK)
modulation, which is more resilient to amplitude-shift inter-
ference [9]. However, existing FSK designs rely on toggling
between idle and active GPU functions — a form of "function-
level" switching that typically operates below 13 Hz, thereby
severely limiting the data rate [7], [10]. The second challenge
stems from GPU heterogeneity. Different GPU models exhibit
distinct hardware specifications, resulting in varying magnetic
leakage signals. This diversity complicates the development of
a robust demodulator that can generalize across devices.

To address the first challenge of external interference while
maintaining a high data rate, we design an innovative high-
frequency FSK implementation on the transmitter side. In-
stead of relying on coarse-grained "function-level" switching,
MagWhisper employs fine-grained "operation-level" switching
between arithmetic and memory operations within a function.
This approach yields stable, high-frequency magnetic emis-
sions in the kilohertz range, significantly boosting the data
rate. On the receiver side, we apply meticulous signal pro-
cessing techniques, including pulse-noise removal and signal
detrending, to further enhance the transmission robustness. To
overcome the second challenge of GPU dependency, we draw
inspiration from channel estimation techniques commonly em-
ployed in RF-based systems. By embedding a known pream-
ble and extracting GPU-specific parameters during reception,
MagWhisper achieves a GPU-agnostic approach, enhancing
the adaptability and robustness of the covert channel across
heterogeneous hardware.

MagWhisper eliminates the need for bulky or costly receiver
hardware required by other covert channels, such as mmWave
radars [5]. In our proof-of-concept implementation, we use
a low-cost magnetometer (around $3) for signal acquisition
and a Raspberry Pi for post-processing, resulting in a compact
overall form factor. Since MagWhisper operates effectively in
NLoS conditions and can penetrate shielding, the receiver can
be discreetly concealed, for instance, inside a drawer or behind
a wall (§VII-D), significantly enhancing its stealthiness.

We comprehensively evaluate MagWhisper’s performance
on three heterogeneous GPUs under various conditions, in-
cluding different wall obstructions (e.g., metal), sensor loca-
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Fig. 2: Figure depicts that the large electric current in the GPU
generates a non-radiative magnetic field, which can be received using
a remote magnetometer.

tions, and GPU workloads. Additionally, we conduct two real-
world case studies: one involving text transmission through
a 25 cm concrete wall and another through a Faraday cage.
Overall, MagWhisper achieves bit rates exceeding 133 bps
with a bit error rate (BER) below 1.2% and demonstrates
robustness across a wide range of real-world scenarios.

Our main contributions are summarized as follows:

- We propose MagWhisper, the first covert channel exploit-
ing GPUs’ physical artifacts that achieves high data rates
and works under NLoS and EM shielding.

- We achieve robust, high-rate FSK modulation on GPUs by
leveraging operation-level switching between arithmetic
and memory operations. The overall design further en-
ables GPU-agnostic and reliable reception.

- We evaluate MagWhisper through comprehensive real-
world experiments, demonstrating its high robustness.

II. BACKGROUND
A. GPU Computation Architecture

Modern computing systems, especially Al infrastructures,
widely adopt GPUs as high-performance co-processors for
parallel workloads such as deep learning and graphics ren-
dering. GPU computation primarily consists of two types of
operations: arithmetic operations and memory operations.
Arithmetic operations perform parallel mathematical compu-
tations (e.g., additions, multiplications), leveraging the GPU’s
ability to execute thousands of threads concurrently — a key
feature that enables massive parallelism. In contrast, memory
operations manage data access and movement through the ded-
icated GPU memory, which is physically separate from system
memory and optimized for high-throughput data exchange. In
§II-D, we characterize the distinct magnetic signals produced
by these two types of operations, which form the foundation
of MagWhisper’s high-frequency FSK modulation design.

B. GPU Magnetic Emanation

MagWhisper leverages GPU magnetic emanations as a
covert channel. GPUs emit two types of electromagnetic
leakages: high-frequency electromagnetic radiation and non-
radiative magnetic signals. The former, typically in the MHz
range or higher, can be effectively suppressed through EM
shielding. In this paper, we mainly focus on the non-radiative
magnetic leakages, referred to as magnetic signals for simplic-
ity. We also briefly explore the potential of high-frequency EM
radiation for long-range covert communication in §VIIL
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Fig. 3: MagWhisper’s magnetic acquisition setup consists of a low-
cost magnetic sensor (3 USD), an ADC, and a Raspberry Pi.
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Fig. 4: Figure depicts the magnetic behavior of compute-dominant
programs and memory-dominant programs represented in (a) the time
domain and (b) the frequency domain.

Fig. 2 shows the cause of GPU magnetic emanation and our
sensing methodology. The magnetic signal is generated by the
electric current flowing through the power wires connecting
the GPU to the power supply unit. According to the Biot-
Savart Law [11], the magnetic field generated by the current
I can be described as — B = ’2%, where y is the magnetic
constant, and r is the distance from the wire. Consumer-
grade GPUs typically have a power consumption ranging from
100W to 450W. With a standard input voltage of 12 volts, this
translates to a current of around 8A to 38A, which is sufficient
to generate magnetic fields reaching tens of microtesla, well
above the sensitivity threshold of the low-cost magnetometer
introduced in the next section.

C. Sensing GPU Magnetic Emanation

We adopt fluxgate magnetometers for sensing GPU mag-
netic emanation due to their superior sensitivity, accuracy,
and wider operating range. Specifically, we use the DRV425
fluxgate sensor [12], which offers nanotesla-level resolution at
a low cost (approximately $3). Its compact form factor makes
it well-suited for covert deployment, allowing the receiver to
be easily concealed. The sensor outputs a voltage proportional
to magnetic field strength (sensitivity = 5 mV/uT). Fig. 3
illustrates our setup, which includes the DRV425 sensor, an
ADS1263 analog-to-digital converter (ADC) for digitizing the
magnetic signals at a sampling rate of 19.2 KHz, and a
Raspberry Pi for post-processing [13], [14].

D. Characterizing GPU Magnetic Behavior

We now introduce a detailed characterization of GPU mag-
netic behavior, which is essential for designing an efficient
modulation scheme. As discussed in §II-A, GPU programs
can be categorized based on the dominant operation type:

. Compute-dominant programs: These programs primarily
consist of arithmetic operations, with significantly fewer
MEemory accesses.

- Memory-dominant programs: These programs primarily
consist of memory access operations, with relatively less
arithmetic computation.

We collect magnetic signals from both program types and
present the time-domain traces in Fig. 4(a), along with their
frequency-domain representations in Fig. 4(b).

Key Insight. The analysis reveals that compute-dominant
programs generate stronger magnetic signals than memory-
dominant ones. However, memory-dominant programs exhibit
stable, periodic fluctuations in the magnetic field, resulting
in a distinct and consistent magnetic frequency. This critical
observation guides the design of MagWhisper’s robust high-
frequency FSK modulation scheme, which centers on modu-
lating the magnetic frequency of memory-dominant programs.

III. THREAT MODEL

We now outline the attacker’s goals and assumptions.
Attacker’s goal. The attacker’s goal is to execute a stealthy
data exfiltration attack by establishing a covert channel lever-
aging GPU physical leakages from the victim host. This covert
channel operates even when there are obstacles between the
attacker and the victim host, such as walls, and when the host
is EM shielded by Faraday cages or similar measures.
Assumptions. MagWhisper builds upon the standard assump-
tions commonly used in conventional covert channels, i.e.,
requiring the presence of transmitter malware on the victim
host [3], [4], [5], [8]. For MagWhisper, the planted malware
only requires user-space access and does not need root privi-
leges. The infection of a computing device can be achieved
through various attack vectors, such as social engineering,
supply chain attacks, or bundling with legitimate software [15],
[16], [17]. Additionally, a malicious actor with access to a
shared, corporate, or public computer, like a malicious in-
sider, can install the malware [18]. While MagWhisper shares
common assumptions with previous covert channel designs, it
expands the attacker’s goal beyond what many previous works
can achieve by leveraging the unique characteristics of GPU
magnetic emanation.

IV. OVERVIEW OF MagWhisper DESIGN

We present a concise overview of MagWhisper, illustrated

in Fig. 5, which consists of a GPU acting as the transmitter
and a magnetometer serving as the receiver.
Transmitter: Initially, the credential data, such as passwords,
undergoes packetization. The packets are then modulated using
FSK modulation and transmitted through the GPU’s magnetic
driver during the execution of GPU operations. For increased
stealthiness, the GPU load can be tuned to reduce its usage.
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Fig. 5: Figure depicts the overview of MagWhisper. The secrets are
transmitted through the GPU magnetic channel using FSK modulation
and will be demodulated by the receiver with a magnetometer.
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Fig. 6: Figure depicts Challenge I: magnetic channel suffers ambient
noises composed of amplitude shifts and pulse-like noises.
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Fig. 7: Figure depicts Challenge II: the magnetic frequency is highly
dependent on the GPU model.

Receiver: On the receiver side, the received magnetic signals
undergo noise removal to enhance signal quality. Preambles
are detected to facilitate channel estimation and symbol seg-
mentation. Finally, the symbols are demodulated, allowing the
attacker to extract the transmitted credentials.

Designing MagWhisper faces the following challenges —
Challenge I: Interference from Ambient Magnetic Noise.
Previous covert channel studies commonly adopt ASK mod-
ulation to simplify the design [3], [5], [6]. However, the
GPU magnetic channel is particularly susceptible to ambient
magnetic noise, especially amplitude shifts. Fig. 6 illustrates
the measured magnetic trace at a distance of 30 cm from the
host while the GPU is idle, revealing significant fluctuations
and jitters with levels as high as 4 uT. These substantial
interferences render amplitude-based modulation unfeasible
for transmission over the magnetic channel.

An alternative is FSK modulation, which encodes symbols
using different frequencies (e.g., 1 kHz for symbol 0 and
1.5 kHz for symbol 1), and is inherently more robust to
amplitude fluctuations [9]. However, simply implementing
FSK by switching between idle and active functions can only
produce low-frequency signals due to the limited switching
rate at the function level. This significantly compromises the
data rate, limiting it to within 10 bps [7], [10].

Solution: We devise a high-frequency FSK modulation
scheme (§V-A) that exploits fine-grained switching between
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Fig. 8: Figure depicts how the magnetic frequency can be controlled
by altering the number of GPU memory and computation operations.

memory and arithmetic operations. This approach enables
the generation of kilohertz-range frequencies, significantly
improving the data rate. Besides, we apply various noise
removal techniques on the receiver side to further enhance
the robustness of the demodulation process (§VI-A).
Challenge II: GPU-dependent Magnetic Emanation. When
executing the same set of codes, different GPU models ex-
hibit varying magnetic frequencies. As depicted in Fig. 7,
the magnetic signals from GTX 1080 Ti and RTX 2070
show frequencies of 550 Hz and 1300 Hz, respectively. This
variation arises from architectural heterogeneity across GPU
models and presents a significant challenge to achieving robust
and consistent demodulation.

Solution: We draw inspiration from channel estimation tech-
niques utilized in RF-based communication systems. By send-
ing a known preamble at the beginning of each packet (§V-B),
MagWhisper can adaptively demodulated the data (§VI-B),
thereby enabling a GPU-agnostic design.

V. MagWhisper TRANSMITTER

MagWhisper transmitter aims to utilize the frequency mod-
ulation effect of memory-dominant GPU programs to achieve
high-frequency FSK modulation on magnetic signals.

A. Generating Different High-frequency Magnetic Signals

The key requirement for FSK modulation is the ability to
generate distinct frequencies to represent different symbols.
In the case of MagWhisper, we control the GPU magnetic
frequency by tuning the number of memory reads and com-
putation operations. By alternating between memory accesses
and computation operations, we establish a relationship for the

magnetic frequency F,,:

1
Foe = - : (1)

computation + tmemory

where 7 .omoutation a0d fmemory Tepresent the time taken for com-
putation and memory operations, respectively, in an alternating
manner. As shown in Fig. 8, by decreasing the time of memory
operations fy.nory, We can increase the magnetic frequency.
However, it is crucial to ensure that 7oy > 1 to
maintain a memory-dominant program.

To further interpret Equation 1, let us consider a specific

GPU G. The equation can be rewritten as:

computation

Pread Acompute 1

Uread(G) Ucompute(G) - Fmag ’
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Fig. 9: Figure depicts how the magnetic frequency F,,,, changes with

the number of memory reads n,,,,.
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Fig. 10: Figure depicts MagWhisper’s packet structure and corre-
sponding physical layer signal.

where n.,q and nggpn,e denote the numbers of memory
reads and computation operations, respectively, and v,.,4(G)
and Ugompuie(G) represent the corresponding execution speeds
specific to GPU G.

Fig. 9 presents an experimental validation of Equation 2
by varying n.,q and measuring the resulting magnetic fre-
quency Fy,,. Here, each memory read operation corresponds
to reading 128 bytes from GPU memory. The results confirm
the predicted linear relationship between FL and n.,q in

. . . mag .
Equation 2, demonstrating an effective method for modulating
the magnetic frequency during data transmission.

B. Packetization

As demonstrated by Equation 2, different magnetic frequen-
cies F,,,, can be generated by adjusting n,,,,. However, due to
the GPU-dependent nature of v,,44 and v,gpze- the resulting
frequency on the victim device cannot be precisely controlled.
To address this limitation, we introduce a known preamble at
the beginning of each packet, allowing the receiver to estimate
the transmission’s frequency components accurately.

As illustrated in Fig. 10, each packet consists of a preamble
symbol followed by consecutive data symbols. The preamble
symbol is composed of five “0” symbols and five “1” symbols,
separated by a 50ms idle period. The preamble symbols
serve a dual purpose. Firstly, they provide a reference for the
receiver to accurately estimate the frequency of the magnetic
emanation, facilitating channel estimation and synchronization.
Secondly, this design enables reliable packet segmentation,
allowing the receiver to demodulate the subsequent data
symbols. This approach ensures robust and GPU-agnostic
communication over the magnetic covert channel.

C. Tunable GPU Load

The MagWhisper system incorporates a tunable GPU load
design to enhance its stealthiness. This mechanism allows the
attacker to control the level of GPU utilization by inserting
a configurable dummy period between symbols, during which
the GPU remains idle and performs no operations, as illus-
trated in Fig. 11(a). By adjusting the length of the dummy
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Fig. 11: Figure depicts (a) MagWhisper’s tunable GPU load design
with dummy periods between symbols, and (b) corresponding GPU
load with dummy period insertion.
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Fig. 12: Figure depicts the effects of (a) Signal Detrending and (b)
Pulse Noise Removal steps in the Noise Removal module.

period, the overall GPU load can be fine-tuned within a wide
range, from as low as 5% to 100%. As an example, we inserted
a 5ms dummy period between symbols and monitored the re-
sulting GPU load and power consumption using GPU-Z [19], a
widely used GPU monitoring tool. As shown in Fig. 11(b), the
GPU load decreased to 44%, with the PCle slot power averag-
ing only 22.2W over a one-minute interval. While introducing
dummy periods may reduce the effective transmission speed,
it enables attackers to trade off performance for stealth. By
tuning this parameter, the attacker gains fine-grained control
over the system’s behavioral footprint, allowing MagWhisper
to flexibly adapt to various covert communication requirements
and deployment constraints.

VI. MagWhisper RECEIVER

We now present MagWhisper’s detailed receiver design.

A. Noise Removal

Signal Detrending. As discussed in Challenge I, the magnetic
channel is subject to transient amplitude shifts caused by
external magnetic noise. To address this issue, as depicted
in Fig. 12(a), we remove these amplitude shifts by detrending
the signal through the subtraction of the moving mean (i.e.,
the red line) computed over a window of 50 samples (2.6
ms). This method is particularly suited to MagWhisper’s FSK
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Fig. 14: Figure depicts that MagWhisper utilizes the normalized
frequency strength as the demodulation metric.

modulation, as it preserves the frequency content essential
for demodulation. In contrast, amplitude-based modulation
schemes would be adversely impacted by this process, as the
amplitude variations carry the encoded information.

Pulse Noise Removal. The magnetic signals may also contain
impulsive noise originating from nearby electronic compo-
nents (e.g., CPUs). To address this, we apply the Hampel
filter to detect and suppress outliers in the time series. The
filter computes the median m and standard deviation o within
a sliding window of 200 samples. Samples deviating by more
than 30 from the median mare classified as outliers and
replaced with the median, as illustrated in Fig. 12(b).

B. MagWhisper Demodulation

Preamble Detection. As discussed in §V-B, MagWhisper
incorporates a fixed preamble at the beginning of each data
frame. The preamble includes a 50-ms idle period, making it
easily distinguishable from data symbols that contain steady
high-frequency components. By identifying the preamble, the
transmission frequencies f, and f;, corresponding to Bit-
0 and Bit-1, can be determined. Once a single preamble is
detected, its fixed structure allows the receiver to accurately
identify the start time of each packet using cross-correlation.
As illustrated in Fig. 13, packet segmentation is achieved by
sliding a window of preamble length across the signal and
locating the point with the highest correlation score. This
approach ensures precise synchronization and reliable data
retrieval by MagWhisper.

FFT-based Demodulation. For FSK demodulation, MagWhis-
per utilizes Fast Fourier Transform (FFT)-based frequency
analysis [20]. Specifically, it computes the spectral power
traces p s, (1) and p fz(t) of the transmission frequencies, f; and
f1, using a fixed-size sliding window, similar to the short-
time Fourier transform. The demodulator then performs z-
normalization on these two spectral traces [21]. Taking p I (1)

. - prO—u
as an example, the normalized spectral trace p I ) = f‘—,

. . (2}
where y and o are the mean and standard deviation of
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Fig. 15: Figure depicts the two case study setups: (a) cross-room
scenario and (b) EM shielding scenario with a Faraday cage.

py,(0), respectively. MagWhisper then demodulates the data
symbols by comparing the normalized power traces at each
decision point, as depicted in Fig. 14, allowing MagWhisper
to accurately retrieve the transmitted data symbols.

VII. EVALUATION

We present the evaluation of MagWhisper through compre-
hensive real-world experiments, demonstrating its feasibility.

A. Experiment Setup.

Platform. Our magnetic acquisition setup (Fig. 3) comprises
the following components: a DRV425 magnetic-field sensor,
an ADS1263 ADC operating at a 19.2 kHz sampling rate, and
a Raspberry Pi 4B [12], [13], [14]. The tests are conducted on
a computer with a GPU, featuring an AMD Ryzen 5 2600X
CPU and running on Windows 10 OS. The transmitter program
is implemented using CUDA Toolkit [22].

Data Collection. We assess MagWhisper’s performance using
three heterogeneous GPU models (GTX 1080 Ti, RTX 2070,
and RTX 3060 Ti) released within the past seven years
(§VII-B). The default sensing distance is set to 10 cm from
the host, and the bit rate is 72 bits per second (bps). We
assess MagWhisper’s performance under various transmission
rates and through-wall scenarios in §VII-B. In §VII-C, we
evaluate MagWhisper’s robustness concerning different sens-
ing distances and locations, as well as its performance under
different sampling rates and frequency spacing. Furthermore,
in §VII-D, we investigate two real-world scenarios that are
challenging for existing systems, i.e., the cross-room scenario
and the EM-shielding scenario (shown in Fig. 15). Addi-
tionally, we evaluate the effects of Forward Error Correction
(FEC) on MagWhisper’s performance. To ensure accurate
measurements, for each data point, we average the results from
20 packets, with each packet containing a preamble symbol
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and 500 data symbols, resulting in a total of 10,000 symbols
for each data point.

Performance Metrics. To assess MagWhisper’s effectiveness
in data exfiltration attacks, we utilize the metric of Bit Error
Rate (BER). BER is computed using the formula BER =
Norvor! Niotar» Where N, is the number of bit errors, and
N,y 18 the total number of transmitted bits. A lower BER
indicates better performance for MagWhisper.

B. Overall Communication Performance

We evaluate MagWhisper’s communication performance
under different transmission rates and through-wall scenarios.
Transmission Capacity. The transmission speed is influenced
by the symbol length. A shorter symbol duration results in
a higher data rate but also increases vulnerability to noise
interference. Fig. 16 illustrates the relationship between bit
rate and BER, using six different sets of symbol lengths
(corresponding to six different bit rates) on each GPU. Notably,
MagWhisper achieves lower BER on various GPUs, including
1.2% on the GTX 1080 Ti, 3.0% on the RTX 2070, and 1.3%
on the RTX 3060 Ti, all at bit rates higher than 130 bps. When
the bit rate is higher than 147 bps, the average BER increases
to 7.9% due to due to reduced symbol length. Overall, these
results demonstrate the effectiveness of MagWhisper’s high-
frequency FSK design in enabling reliable, high-throughput
transmission. We further compare MagWhisper against prior
work in §VII-E and highlight its superior performance.
Through-Wall Transmission Performance. One of the key
features of MagWhisper is its ability to operate as a through-
wall covert channel attack. To evaluate this capability, we
place various representative materials between the transmitting
host and the receiver, i.e., plastics, wood, tempered glass,
and metal. As depicted in Fig. 17, MagWhisper demonstrates

robust performance across all cases, achieving BERs lower
than 1.6% with all four occlusion scenarios. This NLoS
transmission capability is further validated in our case stud-
ies (§VII-D). This enhances the practicality of MagWhisper as
a covert attack, as the receiver can be concealed behind seem-
ingly innocuous objects or materials while still maintaining
successful communication in obstructed environments.

Effect of GPU Load Tuning. To enhance the stealthiness
of MagWhisper, we introduced a GPU Load Tuning module
(§V-C). We now investigate the impact of GPU load tuning
on the transmission rate. We define the throughput ratio as
the ratio between the bit rates before and after the GPU
tuning. We conduct tests with seven different transmission
ratios on each GPU, and the results are presented in Fig. 18.
The results demonstrate that the GPU usage is approximately
linearly proportional to the throughput ratio on all three GPUs.
Moreover, this tuning of GPU load is orthogonal to other
factors such as bit rate and wall types, making it an easy-to-use
technique that improves the stealthiness of MagWhisper.

C. Differing Experimental Conditions

We evaluate MagWhisper’s performance across several fac-
tors using a representative GPU, the NVIDIA GTX 1080 Ti.
The reported data is based on an average of 20 packets, each
consisting of 500 data symbols.

Impact of Communication Distance. We explore the impact
of the distance between the GPU host and the magnetome-
ter on BER. As the distance increases, the strength of the
magnetic field decreases following an inverse relationship.
The evaluation, shown in Fig. 19, reveals that a BER of
5.5% can still be achieved even at a distance of 35 cm. This
demonstrates the robustness of the FSK modulation scheme
used in MagWhisper, enabling reliable transmission under low



TABLE I: Attack results in the two case study scenarios.

w/o FEC with FEC
Scenario (a) | Scenario (b) | Scenario (a) | Scenario (b)
BER 2.7% 0.9% <0.1% <0.1%
TABLE II: Decoded data without and with FEC.
Personal Information Private Key
Date of Birth: MIIFRzCCBC+gAwIBAg
Ground January 1, 1900 IQC2FFwm4d7zP4+7Z1
Truth Address: IACNrzANBgkghkiG9w
123 Main Street, Anytown | OBAQsFADBH
Date of Birth: MIIFRzCCBC+gAwIBAG
Received JaNucr} 1, 1900 ISC2FFwm4d7zP4+77.1
(w/o FEC) Address™ IASNrjANBgkqhkiFOw
1"3 Main Stseet, Anytown | OBAQsFADBH
Date of Birth: MIIFRzCCBC+gAwIBAg
Received January 1, 1900 IQC2FFwm4d7zP4+7Z1
(with FEC) | Address: IACNrzANBgkghkiGOw
123 Main Street, Anytown | OBAQsFADBH

signal-to-noise conditions where traditional amplitude-based
modulation schemes typically fail. Moreover, we will show
that MagWhisper can enable transmission over 14 meters in
§VIII with the same MagWhisper transmitter.

Impact of Sensing Location. We evaluate MagWhisper by
placing the sensor at four different locations outside the host
device, as depicted in Fig. 20. The results indicate that receiv-
ing signals from the left panel of the host device yields the
lowest BER compared to other locations. This can be attributed
to the proximity of the left panel to the GPU power line, which
emits strong magnetic signals. However, it is important to note
that the BERs across all locations remain below 2.9%. This
evaluation highlights the minimal impact of sensor placement
and underscores the usability of MagWhisper.

Impact of Sampling Rate. Reducing the required sampling
rate of the magnetometer provides several benefits, including
lowering hardware complexity and enabling more compact
attack devices. In our default configuration, we employ an
ADC with a sampling rate of 19.2 KHz. We now vary the
sampling rate from 1.2 KHz to 38.4 KHz, as shown in Fig. 21.
The results show that MagWhisper maintains a BER below
1% when the sampling rate exceeds 4.8 kHz, a rate achievable
by low-end ADCs. This demonstrates MagWhisper’s minimal
hardware requirements and suggests the feasibility of further
miniaturizing the receiver hardware.

Impact of Frequency Spacing. The frequency spacing is a
crucial factor for ensuring the robustness of our FSK modu-
lation scheme. To determine the optimal frequency spacing
that can be reliably demodulated, we conduct experiments
by modulating symbols using a range of frequencies between
450 Hz and 600 Hz, with a sampling rate of 19.2 kHz. Fig. 22
demonstrates that a frequency spacing larger than 100 Hz
can achieve an average BER lower than 4%. This finding not
only confirms the reliability of MagWhisper’s FSK modulation
but also opens up opportunities for higher-order modulation
schemes, such as 4FSK, to potentially double the transmission
rate in future designs.

D. End-2-End Case Study

In this section, we present an end-to-end real-world data
exfiltration attack using MagWhisper, exploring two practi-
cal scenarios: (a) the cross-room scenario and (b) the EM
shielding scenario using a Faraday cage. Fig. 15 illustrates
the experimental setup. In the cross-room scenario, the victim
host and MagWhisper are placed in adjacent rooms, separated
by a 25 cm concrete wall. In the EM shielding scenario, the
victim host is securely enclosed in a Faraday cage, ensuring
electromagnetic shielding, while MagWhisper is placed in a
nearby drawer.

We exfiltrate two types of credential data: personal infor-
mation text and private keys, with sizes of 512 bytes and
256 bytes, respectively. Experiments are conducted both with
and without Forward Error Correction (FEC) using a 7-4
Hamming Code, at bit rates of 72 bps and 41 bps, respectively.
The resulting BERs are shown in Table I. Without FEC,
the BERs are 2.7% and 0.9%, for the two scenarios. With
FEC, the BER drops to below 0.1%. Table II compares the
recovered data against the original credentials. Without FEC,
the exfiltrated personal information text contains minor errors
that can be corrected using contextual knowledge. However,
for data without inherent redundancy, such as private keys,
FEC proves to be highly beneficial. In all FEC-enabled cases,
the recovered data matches the original perfectly. These re-
sults highlight the effectiveness of MagWhisper in realistic,
constrained environments such as through-wall and shielded
scenarios, demonstrating its practicality as a powerful tool for
covert data exfiltration.

E. Comparison with Existing Systems

We compare MagWhisper with representative covert chan-
nel systems leveraging different physical media, as sum-
marized in Table III. BitWhisper [3] and Fansmitter [4],
which utilize thermal and fan-induced acoustic artifacts, are
severely constrained by their low throughput, typically below
0.25 bps. Deaf-aid [6] achieves higher throughput but relies
on a gyroscope-equipped receiver and requires line-of-sight
communication, making it susceptible to detection. Systems
based on EM emanation or mmWave sensing, exemplified by
SpiralSpy [5] and GSMem [8], support greater transmission
distances. However, they are vulnerable to EM shielding. In
practice, many computers are enclosed in metallic cases or
placed inside Faraday cages, which block such emissions.

In contrast, MagWhisper overcomes these limitations by
leveraging the non-radiative magnetic emanations from GPUs,
which are unaffected by EM shielding. Compared with ex-
isting magnetic-based solutions using CPUs, i.e., ODINI [7]
and Magneto [10], MagWhisper demonstrates a 13x higher
bit rate and longer communication distance. Additionally,
MagWhisper provides a cost-effective advantage as the sensor
used in ODINI [23] is 550x more expensive than MagWhisper.
The superior performance of MagWhisper can be attributed to
its unique contribution in designing high-frequency FSK mod-
ulation schemes. Specifically, MagWhisper employs operation-
level switching between arithmetic and memory operations to



TABLE III: Comparison between MagWhisper and existing data exfiltration systems.

System Modality Modulation Distance El\l;[e‘:illlil:llileng Conl:i)l;(t?lfili ty Bit Rate
BitWhisper [3] Thermal ASK 0.4 m v <1 bps
Fansmitter [4] Acoustic ASK 1m v 0.25 bps

Deaf-Aid [6] Ultrasonic ASK 0.2 m v 47 bps
SpiralSpy [5] mmWave ASK 8 m v 2 bps
GSMem [8] EM ASK 1m 2 bps
ODINI [7] Magnetic FSK 0.2 m v 10 bps
Magneto [10] Magnetic FSK 0.1 m 4 0.2 bps
MagWhisper (Ours) Magnetic FSK 0.35 m (Up to 14 m in §VIII) v 133 bps
6 ing inferring or eavesdropping on sensitive information like
841 cryptography keys [25], audio [26], stylus pen writing [27],
§2 . device interactions [28], [29], payment tokens [30], [31],
[ P D WD W W : ' intellectual property [32], and CPU information [33]. Notably,
2 4 6 Disstancel((r)n) 12 14 16 one study focuses on leveraging GPU magnetic signals to

Fig. 23: Figure depicts that without changing MagWhisper’s trans-
mitter, the exfiltrated data can also be received by EM probes from
a distance of up to 14 meters.

generate FSK signals in the kilohertz range. In contrast, ODINI
and Magneto rely on function-level switching, limiting their
FSK modulation to just 3-7 Hz and resulting in significantly
lower data rates. Moreover, in § VIII, we demonstrate that Mag-
Whisper’s communication distance can be extended to 14 m.
These advantages make MagWhisper a more effective and
practical data exfiltration framework in real-world scenarios.

VIII. LONG-RANGE EXTENSION OF MagWhisper

MagWhisper is a generic data exfiltration framework using
GPUs, which serve as compound physical leakage sources (as
discussed in §II-B). While we primarily focus on the GPU’s
non-radiative magnetic side channel, MagWhisper can also
exploit high-frequency EM emanations from GPU DRAM to
enable long-range attacks without modifying the transmit-
ter. Specifically, while MagWhisper modulates non-radiative
magnetic signals, it also simultaneously modulates GHz-range
EM emissions from GPU DRAM [24]. This multi-band prop-
erty enables an alternative receiver design using EM probes
to capture long-range GHz signals. To demonstrate this feasi-
bility, we implemented an EM receiver using a USRP B210
with a directional antenna, configured with 384 kHz bandwidth
and a center frequency of 5.5 GHz. The transmitter remains
unmodified, operating at a bit rate of 133 bps. As shown in
Fig. 23, MagWhisper achieves a BER below 0.7% at distances
up to 14 meters, significantly exceeding the effective range
of existing EM-based covert channels [8], owing to the
potent signal leakage from GPU hosts. Therefore, when the
host is not EM shielded, attacker can launch long-range attack
to further enhance stealthiness during data exfiltration.

IX. RELATED WORK

Magnetic Side-Channels. Previous research has explored the
use of magnetic leakage signals for various purposes, includ-

infer neural network architecture by identifying network layers
and activation function types based on GPU synchronization
points [34]. In comparison, MagWhisper’s unique contribution
lies in the design of a robust covert channel with a high
transmission capacity for conducting data exfiltration attacks.
Covert Channels for Data Exfiltration. Researchers have
explored various physical artifacts for covert data exfiltration.
Inertial sensors were considered, but they often require physi-
cal contact, specialized equipment, or artificial assistance [35],
[36], [37]. Non-contact methods typically utilize artifacts
including thermal [3], [38], light [39], [40], ultrasound [6],
magnetic [10], [7], and EM-based methods [8], [41], [7],
[42], as discussed in §VII-E. Compared with these methods,
MagWhisper offers a robust covert channel with a remarkable
bit rate and a low attack cost, while also enabling efficient data
exfiltration under NLoS and EM-shielded scenarios. These
attributes make MagWhisper a powerful and versatile solution
for data exfiltration in various environments.

X. CONCLUSION

This paper presents MagWhisper, a novel data exfiltration
attack against air-gapped hosts that leverages non-radiative
magnetic emanations from GPUs. We design and imple-
ment MagWhisper, and conduct real-world evaluations across
heterogeneous GPUs under diverse conditions. MagWhisper
outperforms existing exfiltration techniques in bit rate and
demonstrates strong robustness under NLoS and EM shielding
scenarios. Furthermore, MagWhisper can be extended to long-
distance attacks without modifying the transmitter, broadening
its applicability across various threat models.
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