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Video Conferencing Forgery

Sign in

WORLD ASIA - 2 MIN READ

Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

FEB 4, 2024 v

A finance worker at a multinational firm was tricked into paying out $25
million to fraudsters using deepfake technology to pose as the company’s
chief financial officer in a video conference call, according to Hong Kong

\_ police. )

Can we truly trust the person we are talking to?



Existing Solutions

Passive Detection Active Detection

Scanning Smile at the Verified!
image camera

\

Spatiotemporal
N anomalies

Challenge-response
prompts

Lip-audio mismatch

X Vulnerable to advanced synthesis X Intrusive

X Ineffective against replay attacks X Sensitive to occlusion and behavior variation
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Existing Solutions

Passive Detection Active Detection

Can we robustly detect
both synthetic and replay-based forgeries

without requiring user cooperation
or interrupting natural video conferencing?

X Vulnerable to advanced synthesis X Intrusive

X Ineffective against replay attacks X Sensitive to occlusion and behavior variation
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Our Solution: EchoFence

AuthenticQ

i e ' V Resilient to both synthetic
and replay-based forgeries
V Seamless integration into
video conferencing platforms

AY
|
|

V Non-intrusive & robust

—— e = ==y
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| Ultrasound

Forged videos cannot
preserve physical coherence

————————————

» Physical world probe using imperceptible ultrasonic signals

> Motion coherence verification between acoustic and visual modalities



Challenge 1

m Reliable motion estimation under non-cooperative setting

Subtle motions & unconstrained motions

Capture only coarse motion at predefined facial points



Challenge 1

a Reliable motion estimation under non-cooperative setting

AN

Video frames Frequency-modulated ultrasonic chirps

Capture fine-grained facial & upper-body motion



Challenge 2

a Cross-modal verification without modality-specific training

CONTRASTIVE LEARNING

Contrastive
Positive pairs

Negative pairs
(unmatch)
—

maximization

—— ) Extensive training



Challenge 2

a Cross-modal verification without modality-specific training

Optical flow

Direct signal matching

Video-domain Audio-domain
motion-energy sequence motion-energy sequence
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Challenge 3

a Ensuring replay resilience while maintaining sensing utility

Random credential sequence
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Challenge 3

a Ensuring replay resilience while maintaining sensing utility

AR

Audio stream

¢

ANANINANVWH

Ultrasonic echoes

Credential verificatior/ \Motion estimation

Differential CIR

_
Reference ultrasonic signal -
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System Overview

Anti-Replay Ultrasound Modulation

Coarse-Grained Alignment Fine-Grained Matching g
Random Credential Generation —> 021120... /‘AM“ ‘ Matched g
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Frequency-Modulated Embedding | — /W\MWVWW Video U|traSOI‘IIC.-BaS(.-:'d Motion Vlsuaé I:.ase(ti.MOtlon 3
stimation
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cld.t =

Legitimate User Attacker

Audio
 ———

Randomness-Based Replay Detection

Ultrasound Extraction | Optical Flow Analysis

DiffCIR Calculation

Human Region Masking

'

Cross-Modal Consistency Verification

Feature Refinement Correlation Validation

Matched 1 Unmatched

Fake 64

Authentic
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Experimental Setup

1 Commodity laptop

B¢ 20 FPS video & 48 kHz audio

‘ Five volunteers

&= 12+ hours benign samples

(9 Three forgery attack scenarios

Benign

Blind forgery

Hybrid forgery

Full replay

Video frames

Live-recorded

Synthetic / Replayed

Synthetic / Replayed

Replayed

Ultrasonic echoes

Live-recorded

None

Live-recorded

Replayed
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Overall Performance

100

Accuracy (%)

n
=

B MesoNet 1 SONICUMOS B EchoFence

o0
(o

N
(o

Benign Blind Hybrid Full
Forgery Forgery Replay

B MesoNet
Representative passive method
B SONICUMOS

State-of-the-art active approach

EchoFence consistently achieves over 94% detection accuracy across
both benign and attack scenarios, outperforming both baselines
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Robustness Evaluation
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EchoFence maintains reliable performance across diverse conditions
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Device Scalability

B Laptop ] Smartphone 01 Smartphone Calibrated

100
< 80|
)
<
=
3 60}
<
40 : : ,
Benign Blind Hybrid Full
Forgery Forgery Replay

EchoFence achieves effective detection with a minor threshold calibration
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Conclusion

Toward trustworthy video conferencing

o Non-intrusive & robust forgery detection framework

o Replay-resistant ultrasonic sensing

o Cross-modal physical consistency verification
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